
 
 

Strengthening Cybersecurity No�fica�on Requirements
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Associate | White Collar Defense and Inves�ga�ons

Last week, the U.S. Senate passed S. 3600, the Strengthening American
Cybersecurity Act, which represents a significant step forward in the establishment
of a na�onal data breach no�fica�on law for certain cri�cal infrastructure
businesses and marks, for the first �me, that businesses will be required to report
when they have made ransomware payments.

Here are five key takeaways from the bill:

Under the bill, a “covered en�ty” will be required to report certain cyber
incidents they experience to the Cybersecurity and Infrastructure Security
Agency (“CISA”) within 72 hours of when the “covered en�ty reasonably
believes that the covered cyber incident has occurred,” and any ransom
payments they make as a result of a ransomware a�ack not later than 24
hours a�er the payment has been made.

The bill delegates to the CISA Director the responsibility to determine via
no�ce-and-comment rulemaking which businesses in any of the 16 cri�cal
infrastructure sectors iden�fied in Presiden�al Policy Direc�ve 21 (to include,
among others, commercial facili�es, financial services, and healthcare and
public health) are covered en��es.

Only “substan�al cyber incidents” must be reported, and the bill delegates
to the CISA Director the responsibility to define via rulemaking what those
incidents are. At a minimum, they must be cyber incidents that actually
jeopardize informa�on on informa�on systems or the systems themselves.

If the CISA Director has reason to believe that a covered en�ty has failed to
make a required report and has not responded (or responded adequately) to
a request for informa�on, the bill gives them the authority to issue a
subpoena to compel disclosure. If the covered en�ty does not respond to
the subpoena, then the CISA Director may refer the ma�er to the A�orney
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General to bring a civil ac�on to enforce it.

Covered en��es that submit required reports enjoy liability protec�on from
any ac�on brought against the covered en�ty solely based on the submission
of a required report.

The House of Representa�ves a�empted, but failed, to include similar language in
the annual defense authoriza�on bill that it passed in December 2021.
Nevertheless, a�er years of discussion and debate over the crea�on of a
mandatory federal data breach repor�ng regime, the volume and tempo of
cybera�acks against cri�cal infrastructure businesses appears finally to have
reached a level where opposi�on in private industry has significantly so�ened. We
should expect to see legisla�on signed into law this year.


