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In This Issue ...

What started out as a scholarly review of current U.S. regulatory oversight of the
digital asset space soon took on a life of its own.

Our team − partner Peter Malyshev and counsel Michael Ena − found that the
burst of digital ac�vity has forced U.S. regulatory agencies into overdrive to keep
up with all the market ac�vity. But what agencies have responsibility for what
ac�vi�es? And, in addi�on to se�ng regulatory policy, how are they actually
enforcing both exis�ng and new guidelines? And, at the core, what is the right
balance between regulatory policy and enforcement?

In the first of our two-part “In Depth” ar�cle, Peter and Michael examine ques�ons
around jurisdic�on for the digital asset space. Next week, their a�en�on will turn
toward enforcement ac�vi�es − what’s currently happening and what we can
expect to see in the months to come. 

There’s more to read this week, including a look at an announcement from five U.S.
regulatory agencies on “assessing customer rela�onships and conduc�ng customer
due diligence.” 

Feel free to drop us a note on this week’s issue of Cabinet News and Views or other
topics of interest. We’d love to hear from you. 

Daniel Meade and Michael Sholem
 Co-Editors, Cabinet News and Views  
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Five Federal Agencies Issue Joint Statement on Approach to
Customer Due Diligence

By Daniel Meade
Partner | Financial Regula�on

By James A. Treanor
Special Counsel | White Collar Defense and Inves�ga�ons

By Chris�an Larson
Associate | White Collar Defense and Inves�ga�ons

On July 6, five federal agencies − the Board of Governors of the Federal Reserve
System (“FRB”), Federal Deposit Insurance Corpora�on (“FDIC”), Financial Crimes
Enforcement Network (“FinCEN”), Na�onal Credit Union Administra�on (“NCUA”),
and Office of the Comptroller of the Currency (“OCC”), collec�vely, the “Agencies”
− issued a Joint Statement on the Risk-Based Approach to Assessing Customer
Rela�onships and Conduc�ng Customer Due Diligence to “remind [banks, thri�s,
credit unions and other covered ins�tu�ons] of the risk-based approach to
assessing customer rela�onships and conduc�ng customer due diligence (CDD).”

In the Statement, the Agencies reinforced their view that no par�cular customer
type should be viewed as presen�ng a single level of uniform money laundering,
terrorist financing or other illicit financing risk. Thus, the Agencies reiterated that
they “con�nue to encourage banks to manage customer rela�onships and mi�gate
risks based on customer rela�onships, rather than decline to provide banking
services to en�re categories of customers.”

The Agencies also reiterated that appropriate risk-based CDD procedures should
“enable banks to: (i) understand the nature and purpose of customer rela�onships
for the purpose of developing a customer risk profile, and (ii) conduct ongoing
monitoring to iden�fy and report suspicious transac�ons and, on a risk basis, to
maintain and update customer informa�on.”

The Agencies also noted that the discussion of par�cular customer types in the
FFIEC BSA/AML Examina�on Manual should not be read as an indica�on that banks
should avoid large categories of customers or view them as uniformly higher risk,
but rather it is meant as guidance to examiners conduc�ng assessments of a bank’s
compliance with the Bank Secrecy Act.  
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FCA Delays Further Consulta�on on Sustainability Disclosure
Requirements and Investment Labels

By Michael Sholem
Partner | Financial Regula�on

On July 4, the UK’s Financial Conduct Authority (“FCA”) updated the “next steps”
sec�on on its webpage on the discussion paper on Sustainability Disclosure
Requirements and investment labels (DP21/4). In its discussion paper, the FCA
sought feedback on the Sustainability Disclosure Requirements for asset managers
and certain FCA-regulated asset owners, together with views on a proposed
labelling system for sustainable investment products. The deadline for stakeholders
to submit a response was in January 2022.

The FCA has updated its “next steps” to indicate that it now intends to consult on
its proposed policies in this area in Autumn 2022 rather than, as originally
suggested, during Q2 2022. The FCA will use the feedback to its discussion paper to
help inform the development of the proposals. The FCA wants to use the addi�onal
�me to take account of interna�onal policy ini�a�ves and to ensure that
stakeholders also have sufficient �me to consider the issues.
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In Depth: Regula�on and Enforcement of the Digital Assets
Markets, Part One – Jurisdic�on

By Peter Y. Malyshev
Partner | Financial Services

By Michael Ena
Counsel | Financial Services

As more market par�cipants, from retail consumers to major financial ins�tu�ons
and central banks of various countries, become ac�ve in the digital asset space, the
U.S. regulators are ramping up their oversight ac�vity related to digital assets. In
the absence of a consistent and comprehensive legisla�ve framework for digital
assets, federal and state regulators, opera�ng within their mandates, a�empt to fill
that void by asser�ng their jurisdic�on over digital assets through public policy
statements, enforcement ac�ons and inves�ga�ons. A major part of the current
regulatory ac�ons by various government agencies is conducted through
prosecu�on of unlawful ac�vity. As a result, there is a lack of clear guidance on
how transac�ons in digital assets can be conducted lawfully. Meanwhile, the
ques�on of which federal regulator will be primarily responsible for overseeing
digital asset ac�vi�es remains open.

In the first of our two-part “In Depth” ar�cle, we will examine jurisdic�on of
federal and state regulators in the digital asset space and congressional ini�a�ves
aimed at crea�ng a federal-level framework for their regula�on.

CFTC’s Jurisdic�on

The Commodity Futures Trading Commission (the “CFTC”) has two levels of
jurisdic�on: (a) a broad non-exclusive enforcement jurisdic�on over interstate
transac�ons in “commodi�es,” and (b) an exclusive regulatory authority over the
U.S. commodity deriva�ves markets (including futures, swaps, and certain types of
op�ons). These transac�ons are subject to CFTC’s regula�on which prescribes who
can trade certain deriva�ves, where, how and under what condi�ons and provides
a set of rules for the orderly opera�on of commodity deriva�ves markets. The
Na�onal Futures Associa�on (“NFA”), a self-regulatory organiza�on, registers and
regulates market intermediaries. The Dodd-Frank Dodd-Frank Wall Street Reform
and Consumer Protec�on Act of 2010 amended the CEA to provide to the CFTC
addi�onal authority to regulate over the counter (“OTC”) markets in swaps and
op�ons, which regula�ons apply in equal measure to OTC deriva�ve transac�ons
involving digital assets. Specifically, only eligible contract par�cipants (“ECP”) may
trade swaps on cryptocurrency unless these swaps are traded on a registered
exchange.

In addi�on to regula�ng exchange markets or professional markets, the CFTC also
regulates “retail” commodity markets. Sec�on 2(c)(2)(D) of the Commodity
Exchange Act (the “CEA”) makes commodity transac�ons entered into with, or
offered to, a person that is not an ECP on a leveraged, margined or financed basis
(referred to in the statute as “retail commodity transac�ons”) subject to
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enumerated provisions of the CEA, including on-exchange trading and broker
registra�on requirements applicable to fully-regulated futures contracts. Under a
very narrow excep�on, contracts of sale of a commodity that result in “actual
delivery” of such commodity within 28 days from the date of the transac�on, or
that create an enforceable obliga�on to deliver the commodity between a seller
and a buyer that have the ability to deliver and accept delivery in connec�on with
their respec�ve lines of business − excepted from most of CFTC regula�ons. 

As noted, the CFTC  shares it general enforcement authority for fraud and market
manipula�on in the commodity spot markets underlying the deriva�ves market
with other regulators, such as the SEC, the FERC, or U.S. Pruden�al Regulators.
Therefore, in the absence of leverage, margining, or financing, spot commodity
trades would generally be outside of the CFTC’s exclusive jurisdic�on. Even though
the CEA includes the federal preemp�on for commodity deriva�ves, State an�-
fraud and bucket shop laws would s�ll apply to spot and non-deriva�ve
transac�ons in commodi�es.

Even though digital assets and cryptocurrency are not included in the defini�on of
“commodity” in the CEA, and currently there is no formal process for designa�ng
new assets as “commodi�es” subject to CFTC’s regula�on, in a September 17, 2015
se�lement order, the CFTC expressed its view that Bitcoin and other virtual
currencies are commodi�es under the CEA, and, therefore, are subject to the
CFTC’s enforcement authority for fraud and market manipula�on. That posi�on
was upheld in 2018 by a decision of the U.S. District Court for the Eastern District
of New York in Commodity Futures Trading Commission v. McDonnell. However, in
that decision, the court also pointed out that federal agencies may have concurrent
or overlapping jurisdic�on over a par�cular issue or area, such as virtual
currencies. Nevertheless, the CFTC con�nues to pursue a full regulatory authority
over the spot market for digital assets. On May 11, 2022, in his keynote address at
the Interna�onal Swaps and Deriva�ves Associa�on’s annual mee�ng in Madrid,
the CFTC chairman Ros�n Behnam stated, “I will con�nue advoca�ng for and
suppor�ng legisla�ve authority for the CFTC to develop a regulatory framework for
the cash digital asset commodity market.”

SEC’s Jurisdic�on

The Securi�es and Exchange Commission (the “SEC”) has an exclusive jurisdic�on
over U.S. public securi�es markets and financial repor�ng of public companies.
Unlike the CFTC, the SEC has exclusive enforcement and regulatory jurisdic�on
with respect to all transac�ons in securi�es, be these in spot markets or a
deriva�ves. 

In his remarks before at the Interna�onal Swaps and Deriva�ves Associa�on annual
mee�ng in Madrid on May 11, 2022, the SEC chairman Gary Gensler confirmed the
SEC’s posi�on that only some digital tokens might be commodi�es, while most of
them involve a group of entrepreneurs raising money from the public in
an�cipa�on of profits, and therefore, these instruments would meet the defini�on
of an investment contract under the Supreme Court’s Howey Test and fall under
the SEC’s jurisdic�on.  

Further, if a swap references a digital asset that is a security, it is a security-based
swap that is subject to the SEC regula�on and must only be entered into between
ECPs. Thus, the SEC intends to register and regulate all pla�orms, whether in the
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decentralized or centralized finance space, which offer digital assets that the SEC
considers to be securi�es as well as security-based swaps referencing those assets.
In addi�on, as with the CFTC, transac�ons involving retail par�cipants are afforded
a much greater scru�ny, and an offering of digital asset securi�es to retail market
par�cipants must be registered under the Securi�es Act of 1933 and subject to
regulatory disclosures.

Pruden�al Regulators

Pruden�al regulators, like other financial services regulators, recognize that the
growing links between tradi�onal financial ins�tu�on with the digital asset market
may present a threat to global financial stability.  Unlike the CFTC and the SEC,
however, pruden�al regulators are s�ll working on appropriate regulatory
supervision of banking organiza�ons’ ac�vi�es rela�ng to digital assets. In
November 2021, the Board of Governors of the Federal Reserve System, the
Federal Deposit Insurance Corpora�on (“FDIC”) and the Office of the Comptroller
of the Currency issued their “Joint Statement on Crypto-Asset Policy Sprint
Ini�a�ve and Next Steps” where they described their plans as follows:

“Throughout 2022, the agencies plan to provide greater clarity on whether certain
ac�vi�es related to crypto-assets conducted by banking organiza�ons are legally
permissible, and expecta�ons for safety and soundness, consumer protec�on, and
compliance with exis�ng laws and regula�ons related to:

Crypto-asset safekeeping and tradi�onal custody services.

Ancillary custody services.

Facilita�on of customer purchases and sales of crypto-assets.

Loans collateralized by crypto-assets.

Issuance and distribu�on of stablecoins.

Ac�vi�es involving the holding of crypto-assets on balance sheet.

The agencies also will evaluate the applica�on of bank capital and liquidity
standards to crypto-assets for ac�vi�es involving U.S. banking organiza�ons and
will con�nue to engage with the Basel Commi�ee on Banking Supervision on its
consulta�ve process in this area.”

In furtherance of the goals outlined in the statement, on April 7, 2022, FDIC issued
a le�er that requires all FDIC-supervised banking organiza�ons that are engaged or
intend to engage in ac�vi�es involving or rela�ng to digital assets to no�fy FDIC
and provide required informa�on.

One of the central concerns of pruden�al regulators is addressing the risks rela�ng
to stablecoins. The recent implosion of the Luna and Terra stablecoins underscores
the importance of enac�ng appropriate regula�on of stablecoin issuers. Michael
Hsu, the Ac�ng Comptroller of the Currency, recently presented his “Thoughts on
the Architecture of Stablecoins” before the Ins�tute of Interna�onal Economic Law
at Georgetown University Law Center where he argued for a single banking-style
regula�on of blockchain-based ac�vi�es, including stablecoin issuance and
stablecoin-based payments. In his view, this approach would provide a be�er
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safeguards against implosion of risky issuers that may cause a chain reac�on across
their peers in the digital asset market.

State Jurisdic�on

The growing interest in digital assets and a lack of a comprehensive federal-level
framework for their regula�on prompted a number of state legisla�ve and
execu�ve branches of government to take legisla�ve and enforcement ac�ons.

Many states require businesses that engage in transmission of virtual currencies
obtain money transmission licenses. In addi�on, or instead of requiring money
transmission licenses, some states have enacted separate laws to require licensing
of virtual currency business ac�vity in the state. For example, in New York,
engaging into any virtual currency business ac�vity in addi�on to a money
transmission license, generally requires a “BitLicense” from the New York’s
Department of Financial Services, obtaining which proved to be a very lengthy,
�me-consuming and expensive process. 

Some states used a different approach. For example, in Wyoming, “[b]uying,
selling, issuing, or taking custody of payment instruments in the form of virtual
currency or receiving virtual currency for transmission to a loca�on within or
outside the United States by any means” is exempt from licensing as money
transmission. On April 21, 2021, the State of Wyoming enacted the Wyoming
Decentralized Autonomous Organiza�on Supplement the Wyoming Limited
Liability Company Act that provides a legal framework for forma�on and existence
of decentralized autonomous organiza�ons (“DAOs”) in the state, makes it clear
that members of a DAO are not personally liable for its debts and liabili�es and
requires DAOs to con�nuously maintain a registered agent in the state. Generally,
DAOs are intended to be en��es that handle digital assets and implement certain
ac�ons through the use of blockchain technology and smart contracts. The ar�cles
of organiza�on of a DAO may define it as either a member managed or an
algorithmically managed. Accordingly, management of a DAO may be vested in its
members, if member managed, or a smart contract, if algorithmically managed,
unless otherwise provided in its ar�cles of organiza�on or opera�ng agreement.
Forma�on of algorithmically managed DAOs is allowed if the underlying smart
contracts are able to be updated, modified or otherwise upgraded. DAOs do not
have obliga�ons to furnish any informa�on concerning their, financial condi�on or
other circumstances to the extent the informa�on is available on an open
blockchain.

California Governor Gavin Newsom also used a different approach. On May 4,
2022, he signed Execu�ve Order N-9-22 (EO) intended to bolster responsible
development of digital asset technology and protect consumers in California by
engaging with stakeholders and encouraging regulatory clarity.

Congressional ini�a�ves

Recogni�on of the importance of digital assets for the financial system and risks
they present led to a number of recent legisla�ve ini�a�ves in the U.S. Congress
and Senate intended to address certain aspects of the issuance and use of digital
assets or to provide a more comprehensive regulatory framework for blockchain-
based digital asset ac�vi�es.
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On April 6, 2022, Senator Pat Toomey released a dra� of the “Stablecoin
Transparency of Reserves and Uniform Safe Transac�ons Act.” The proposed bill
introduces a defini�on of “payment stablecoin” that must be redeemable for fiat
currency and requires issuers of payment stablecoins to operate in one of the three
separate licensing regimes, (i) as a state-licensed stablecoin issuer, (ii) as a na�onal
limited payment stablecoin issuer (a new licensing regime introduces by the bill),
or (iii) as an insured depository ins�tu�on within the meaning of the Federal
Deposit Insurance Act.

On May 26, 2022, Senators Tom Co�on, Mike Braun, and Marco Rubio introduced
the “Defending Americans from Authoritarian Digital Currencies Act” that would
prohibit persons that own or control app stores in the United States from
suppor�ng or enabling transac�ons in digital yuan or carrying or suppor�ng any
apps that support or enable transac�ons in China’s digital yuan, a digital currency
payment system operated by the Government of the People’s Republic of China.
The bill is intended to address concerns that the use of digital yuan would enable
China to infiltrate the U.S. financial system and has a poten�al for facilita�ng illicit
money flows.

On June 7, 2022, Wyoming Senator Cynthia Lummis and New York Senator Kirsten
Gillibrand introduced the “Responsible Financial Innova�on Act” that is intended to
provide a complete regulatory framework for digital assets. The bill creates a set of
defini�ons for digital assets and a standard for determining which types of digital
assets are commodi�es and which types are securi�es.  It assigns regulatory
authority over spot markets for digital assets to the CFTC, defines requirements for
stablecoins, imposes disclosure requirements on digital asset service providers,
creates a taxa�on structure for digital assets and addresses the need for addi�onal
studies of various issues rela�ng to the use and regula�on of digital assets.

Conclusion

As the volume of transac�ons involving digital assets increases, as well as the
volume of fraud and the resul�ng market losses of U.S. customers inves�ng in
these assets, the consensus is emerging in Washington that the market in digital
assets has developed beyond the point of a mere oddity and it is impera�ve to
amend exis�ng regula�ons that are not fully equipped to regulate these markets.
U.S. Federal regulators and courts can only do so much without Congressional
ac�on. It is expected that addi�onal bills will be introduced in the near future both
in the Senate and the House and eventually a bipar�san legisla�on will be finalized
to delineate U.S. Federal regulators’ respec�ve jurisdic�onal reach over spot and
deriva�ve markets in digital assets. Next week, we will take a closer look at recent
enforcement ac�ons undertaken by federal and state regulators in the digital asset
space.
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