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In This Issue ...

The last couple of weeks of 2022 brought several key announcements and
developments in the U.S. and UK, and now, with the holidays and celebra�ons
behind us, we have the opportunity to take a deep dive into what this all means
and what to do about it.

Looking ahead, it's anyone's guess what the new year will bring. But we are
commi�ed to con�nue to bring you our take on key developments in the financial
regulatory space ... star�ng with some important analysis in today's issue.  

So have a good read. Any comments or ques�ons? Just drop me a note here.

Daniel Meade 
 Editor, Cabinet News and Views
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Ac�ng Comptroller Hsu Speaks on Too-Big-to-Manage Rather
Than Too-Big-to-Fail

By Daniel Meade
Partner | Financial Regula�on

Ac�ng Comptroller of the Currency Michael Hsu delivered remarks, �tled
“Detec�ng, Preven�ng, and Addressing Too Big To Manage,” at the Brookings
Ins�tu�on yesterday in which he addressed and offered a possible solu�on to the
too-big-to-manage (“TBTM”) problem. 

While no�ng that “[l]arge banks provide invaluable support to our economy,”
Ac�ng Comptroller Hsu went on to proffer that large banks are “bigger and more
complex than ever.” However, he noted, “effec�ve management is not infinitely
scalable.” He stated that “[t]he most effec�ve and efficient way to successfully fix
issues at a TBTM bank is to simplify it – by dives�ng businesses, curtailing
opera�ons, and reducing complexity.”

Ac�ng Comptroller Hsu discussed five signs that a bank may becoming TBTM
(although he noted that there are many more):

1. The (im)materiality illusion: when materiality is measured in percentages at
a big bank, it can deceive management into thinking a problem is not
material;

2. The isolated incident/bad apple illusion: assump�on that the problem is
isolated rather than that similar problems may be elsewhere in the
organiza�on;

3. External vs. internal risk iden�fica�on: when examiners uncover a bank’s
problems more than internal risk does;  

4. Hubris, contempt and indifference: senior management indifference “can
lead to blind spots and should be a flag”; and 

5. Rushed integra�on and diseconomies of scale: “Integra�ng systems,
processes, and people is easier said than done.”

Ac�ng Comptroller Hsu con�nued with how he thought TBTM risks should be
addressed – ul�mately, through dives�tures. He stated that having a clear
escala�on framework would address due process issues as well as separa�ng out
“just poorly managed” ins�tu�ons from TBTM ones. He noted that the OCC is
currently using a four-level escala�on framework to address supervisory concerns
and deficiencies at large banks. Those four levels generally are:

1. MRAs or Ma�ers Requiring A�en�on issued by examiners as non-public
supervisory findings in their examina�on reports;

2. Public enforcement ac�ons, such as consent orders, and civil money
penal�es;

3. Restric�ons on growth, business ac�vi�es, capital ac�ons or some
combina�on of restric�ons; and 

4. Dives�ture or breaking up the bank.
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Ac�ng Comptroller Hsu stated that, at the point of the fourth level of escala�on,
the bank “would have had mul�ple opportuni�es to address the problem and been
publicly mo�vated to do so, yet fallen short, again” and “evidence of the bank’s
inability to manage itself would become overwhelming.”

He concluded his remarks by no�ng: “’The be�er a car’s brakes, the faster it can
drive safely.’ I believe this is useful to bear in mind as we consider the devilish
details and focus large banks on the risks that can cause them to become TBTM.”

Ac�ng Comptroller Hsu did not discuss whether he thinks his four-�er approach is
something for which the OCC will issue guidance or proceed with a rulemaking, or
whether, as his remarks suggest, this is the current approach at the OCC. Ac�ng
Comptroller Hsu’s remarks did not paint all large banks above a certain asset
threshold as problema�c, but did discuss ul�mately harsh results for banks that
progress all the way to his fourth �er of ac�on. To possibly inaptly borrow his
analogy to a car with be�er brakes, his ul�mate result might not be to build be�er
airbags, but, rather, ejector seats.     



Regulators Sharpen Focus on An�-Money Laundering
Expecta�ons for Crypto Industry

By Chris�an Larson
Associate | White Collar Defense and Inves�ga�ons

U.S. regulators are signaling heightened expecta�ons for an�-money laundering
compliance within the crypto industry. Although FinCEN issued guidance in 2013
interpre�ng virtual currency “administrators” and “exchanges” as money services
businesses (“MSBs”) subject to Bank Secrecy Act (“BSA”) requirements, both the
crypto industry and U.S. regulators have evolved significantly in the past 10 years.
While some crypto industry players have implemented bank-style an�-money
laundering programs requiring customers to disclose their iden�ty and source of
wealth, other players have created projects specifically designed to bolster
anonymity. In recent weeks, U.S. regulators and legislators have taken several
ac�ons to push the crypto industry toward a broader and more fulsome adop�on
of an�-money laundering controls.

On December 14, 2022, Senators Elizabeth Warren (D-MA) and Roger Marshall (R-
KS) introduced the Digital Asset An�-Money Laundering Act, which, if enacted,
would do four key things. First, the Act would require FinCEN to issue a rule
classifying digital asset wallet providers, miners, validators and other network
par�cipants as MSBs subject to the BSA. Second, the Act would require FinCEN to
finalize a 2020 proposed rule imposing addi�onal recordkeeping requirements for
transac�ons involving unhosted digital asset wallets. Third, the Act would require
Treasury to prohibit financial ins�tu�ons from dealing with digital asset mixers,
privacy coins, and other anonymity-enhancing technologies. And fourth, the Act
would require the federal func�onal regulators, including the SEC and the CFTC, to
assess “the adequacy” of the an�-money laundering program and repor�ng
obliga�ons under the BSA.

On January 3, 2023, the Board of Governors of the Federal Reserve System, the
Federal Deposit Insurance Corpora�on and the Office of the Comptroller of the
Currency issued a Joint Statement on Crypto-Asset Risks to Banking Organiza�ons.
Ci�ng “the significant risks highlighted by recent failures of several large crypto-
asset companies,” the joint statement states, “it is important that risks related to
the crypto-asset sector that cannot be mi�gated or controlled do not migrate to
the banking system.” The joint statement shows that regulators are ques�oning
whether and how crypto-asset-related ac�vi�es by banks, including interac�ons
with decentralized networks lacking governance mechanisms, can comply with
applicable law, including an�-money laundering statutes and rules.

On January 4, the New York Department of Financial Services (“NYDFS”)
announced a $100 million se�lement with Coinbase, Inc. over alleged
shortcomings in the company’s an�-money laundering program. In its consent
order with Coinbase, NYDFS states that the company’s an�-money laundering
compliance system “failed to keep up with the drama�c and unexpected growth of
Coinbase’s business.” Indeed, Coinbase has held a New York BitLicense since 2017
and expanded in the years since to provide services to more than 100 million
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cryptocurrency users worldwide. A compliance program’s failure to scale to a
swi�ly growing business is a common refrain in an�-money laundering
enforcement ac�ons against banks; one way to read NYDFS’s enforcement ac�on is
as a signal that an�-money laundering expecta�ons are equally stringent for the
crypto industry as for the banking industry.

On January 18, FinCEN issued a no�ce iden�fying virtual currency exchange
Bitzlato Limited as a financial ins�tu�on of “primary money laundering concern.”
Issued under the Comba�ng Russian Money Laundering Act, the no�ce describes
Bitzlato as an overseas “money transmi�er” that has “minimal An�-Money
Laundering/Countering the Financing of Terrorism (AML/CFT) protocols.” The
no�ce also states: “Bitzlato has significant �es to Russia and facilitates a significant
number of money laundering transac�ons involving Russia-related ransomware
and Russia-related darknet market proceeds.” Exercising powerful and rarely used
authority under Sec�on 311 of the USA PATRIOT Act, FinCEN has prohibited U.S.
financial ins�tu�ons from transmi�ng funds to Bitzlato or any account or wallet
that Bitzlato administers.

https://www.fincen.gov/sites/default/files/shared/Order_Bitzlato_FINAL%20508.pdf


CFPB Issues Proposed Rule on Form Contracts

By Mercedes Kelley Tunstall
Partner | Financial Regula�on

The Consumer Financial Protec�on Bureau (“CFPB”) issued a proposed rule last
week addressing the “Registry of Supervised Nonbanks that Use Form Contracts to
Impose Terms and Condi�ons that Seek to Waive or Limit Consumer Legal
Protec�ons.” Comments on the proposed rule must be received by the CFPB by
March 13, 2023 or thirty (30) days following publica�on of the proposed rule in the
Federal Register, whichever date is later.

The CFPB has a long history ba�ling against the use of arbitra�on clauses in
consumer financial services, and issued a final rule regarding their use in 2017
(“arbitra�on rule”). However, Congress intervened and issued a joint resolu�on
disapproving of the arbitra�on agreement rule, pursuant to the Congressional
Review Act, rendering the final rule null and void, with no force or effect. This new
proposed rule has a more limited applicability but a broader scope, in terms of
substance, than the arbitra�on rule and does not seek to directly forbid or prohibit
arbitra�on clauses and other types of limita�ons on the ways consumers can
contest agreements with financial ins�tu�ons. With respect to its limited
applicability, the rule would apply only to nonbank financial ins�tu�ons that are
subject to supervision by the CFPB, unless their total annual receipts are less than
$1 million. However, with respect to its more expansive scope, the rule would
require such supervised financial ins�tu�ons to register and provide copies of so-
called “form agreements” that include any provision deemed by the CFPB to “pose
risks to consumers.” Such provisions definitely include arbitra�on clauses, but also
include such pedan�c provisions as choice of forum or venue and caps limi�ng
liability.

Implicit in the way the rule is wri�en is that the CFPB would use the registra�on
informa�on to effec�vely cast a nega�ve light on the companies that have such
clauses, and “[m]ost immediately, the informa�on collected by the registry would
facilitate the [CFPB]’s priori�za�on and implementa�on of examina�on work in its
statutorily-mandated risk-based nonbank supervision program.”

Cadwalader will be providing a more in-depth memo on the proposed rule shortly.
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Biden Administra�on Takes Aim at ‘Junk’ Fees

By Rachel Rodman
Partner | Consumer Financial Services Enforcement and Li�ga�on

The Consumer Financial Bureau issued new guidance opining that two common
bank deposit fees − “authorize posi�ve, se�le nega�ve” overdra� fees and return
deposited items fees − cons�tute unfair prac�ces, even if disclosed to the
consumer. The CFPB’s guidance, described in this ar�cle, is significant for all
depository ins�tu�ons but especially those that rely on deposit fee revenue.

Read the ar�cle in New Jersey Bankers Associa�on Magazine here.

https://www.cadwalader.com/professionals/rachel-rodman
https://emflipbooks.com/flipbooks/NJBA/NewJerseyBanker/Issue1_2023/book/20/


The UK’s PRA Publishes Consulta�on on Basel 3.1

By Alix Pren�ce
Partner | Financial Regula�on

In CP16/22 (published on 30 November 2022), the UK’s Pruden�al Regula�on
Authority (“PRA”) sets out plans for implemen�ng the Basel 3.1 standards for
calcula�ng risk-weighted assets (“RWA”). Concerned that downward movement in
average risk weights (measured by the ra�o of RWA to assets) over the last 10
years is due to fairly pervasive underes�ma�on in internally-modelled risk, the PRA
is proposing to align with interna�onal standards and implement the final Basel 3
package of significant changes to the way firms calculate RWA. The PRA’s aim is to
mi�gate the threats to confidence caused by degrees of variability in calcula�on of
risk weights and resultant inconsistencies in capital ra�os and difficul�es in
comparing like-for-like.

Basel 3.1 standards include revised standard and internal ra�ngs-based approaches
for credit risk, revisions to the use of credit risk mi�ga�on techniques, a revised
approach to market risk, the removal of the use of internal models for opera�onal
risk capital requirements and for credit valua�on adjustment and their
replacement with new standard and basic approaches, and the introduc�on of an
aggregate “output floor” to ensure that total RWAs using internal models cannot
fall below 72.5% of RWAs derived under standard approaches. This means a more
granular set of standard approaches for assessing risk exposures and the removal
of some internal model approaches, as well a new modelling approach for internal
ra�ngs-based assessments, alongside improvements to the trading book/non-
trading book boundary.

Implementa�on is due on 1 January 2025, with a transi�on period of five years
from that date for most provisions.
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